ITAMSATKA
O MEPAX BE3OITACHOTI'O UCITOJIB3OBAHUS BAHKOBCKUX KAPT

CoOmnronenue pexkomMeHJanui, conepxamuxca B [lamsATke, NO3BOIUT
00€ecreynTh MaKCUMAJIbHYIO COXPAaHHOCTbh OAaHKOBCKOW KapThbl, €€ PEKBU3UTOB,
[IMH-xopa W Jpyrux JAaHHBIX, a TaKXKE CHU3UT BO3MOXKHBIE PHUCKH IIPU
COBEpIICHUH OIEpalnii C UCTIOJIH30BaHUEM OAHKOBCKOM KapThl B OaHKOMATE, MPH
Oe3HAJINYHOM OIJIaTE TOBAPOB U YCIYT, B TOM YHCIIE uepe3 ceTb IHTepHeT.

O01mue pekoMeHIAIUA

1. Hukorma HE coo6maiite TIMH-xkox TperhuM mnuiiaM, B TOM 4YHCIE
POACTBEHHHKAM, 3HAKOMBIM, COTPYJAHUKAM KPEIUTHOW OpraHU3allid, KaCCUpaM U
JTuiaM, nomoraromuM Bam B ucnosib30BaHUM OAHKOBCKOW KapTHI.

2. [IMH-xox HEOOXOIMMO 3alOMHUTh WIM B CIy4yae, €CIU 3TO SBISETCS
3aTpyAHUTENIbHBIM, XPAHUTh €0 OTAEIBHO OT OAHKOBCKOM KapThl B HESIBHOM BUJIE
Y HEJOCTYITHOM JIJIsl TPETHUX JIUI] (B TOM YHUCJIE POJICTBEHHUKOB) MECTE.

3. Hukorna Hu npu kakux obcrositenbctBax HE mepenaBaiite 6aHKOBCKYIO
KapTy JUIsl UCHOJIb30BaHUSI TPETHUM JMUAM (B TOM YHCIIE POJCTBEHHUKaM), 3a
HCKIIFOUEHHEM COTPYJIHUKOB 0AHKOB M TOPTrOBO-CEPBUCHBIX OPraHU3aLUM.

4. Tlpu mnosryueHHH OAHKOBCKOM KapThl pACIUIIMTECh Ha €€ OOOpPOTHOMU
CTOpPOHE B MeECTe, MpEeAHA3HAYEHHOM [UIsl MOJIUCU JAeprxaTenss OaHKOBCKON
KapTbl. OTO CHHU3UT PHUCK HCIOJb30BaHUs OaHKOBCKOM KapTel 0e3 Barero
COTJIacHs U B CIIy4ae €€ yTpaThl.

5. DbyapTe BHMMATENbHBI K YCIOBUSAM XPaHEHHMs W HCIOJIb30BaHUSA
OankoBckoii kapThl. He monBepraiite e€ MeXaHUYECKHM, TeMIEpaTypHbIM U
AJIEKTPOMAarHUTHBIM BO3/IEUCTBUAM, a TaKKe M30eraiTe momnajgaHus Ha Hee BIIAru.
baHkoBCKyI0 KapTy HEJIb3sI XpPaHUTH PSIIOM ¢ MOOHMIIBHBIM Tele(OHOM, OBITOBOM U
0(HCHON TEXHUKOM.

6. Tenepon AO «bAHK OPEHBVYPI'» ykazan Ha 0OOpOTHOM CTOpOHE
O0aHKOBCKOW KapThl. Takke HEOOXOIMMO BCErja UMETh NpH ce0e KOHTAKTHBIE
TeneoHbl OaHKa U HOMEP 0AHKOBCKOM KapThl HA APYTMX HOCUTENSIX HH(DOpMauu
(B 3amUCHOM KHMXXKE, MOOMJIbHOM TejedoHe U T.J.), HO HE PAJIOM C 3alUChI0 O
[ITNMH-xone.

7. C uenbro MpeqoTBpalleHUs] HENIPABOMEPHBIX JEWCTBUM IO CHATHUIO BCEU
CYMMBI JICHEXKHBIX CpPEACTB C OaHKOBCKOTO CueTa I[eJIeCO00pa3HO yCTaHOBUTh
CYTOYHBII JTUMHUT Ha CyMMY OIepalnuid mo OaHKOBCKOM KapTe W OJHOBPEMEHHO
MOJKIIIOUUTH YCIyry SMS-uH(popMUpOBaHUs O MPOBEACHHBIX ONEpPaIUsIX.

8. Ilpu momyuyeHUM JOOBIX 3aIPOCOB (IO BJIEKTPOHHOM MouTe, TeaehoHy U
APYyTUM CcriocoOOM, B TOM YHUCJE CO CTOPOHBI COTPYJIHHKa OaHKa), KacaroIIUXcs
MOJITBEP)KJICHUS MIEPCOHATBHBIX JaHHBIX WM WHPOpManuu o OaHKOBCKOW KapTe
(B8 Tom uucne [IMH-kona, HOMepa KapThl, CPOKAa OKOHYAHUS JEUCTBUS KapThl,
koga Oe3zonmacHoctu) HE coobmaiite wux. Ilepessonute B AO «bAHK
OPEHBYPI» u coobmure o janHOM (haxre.

9. He pekomeHayeTcss OTBEYaTh Ha JJIEKTPOHHBIE NMHCbMA, B KOTOPBIX OT
UMEHHU OaHKa MpeaiaraeTcsl MpeoCcTaBUTh NepCOHaNbHbIE naHHble. He crnenyiite



0 «CChUIKaM», yKa3aHHbIM B MHCbMax (BKJIOYas CCHUIKM Ha CalWT KpEeIUTHON
OpraHu3alliH), T.K. OHM MOTYT BECTH Ha CalThI-IBOMHHKHU.

10. B mensx wundpopmanmonHoro B3aumoxeicteus ¢ AO «bAHK
OPEHBYPI» pexkoMeHayeTcsl MCIOJIB30BaTh TOJBKO PEKBU3UTHI CPENICTB CBS3H
(MOOMJIBHBIX Y CTAIlMOHApHBIX TeNne(OHOB, (HAKCOB, HHTEPAKTUBHBIX Web-
CalTOB/IOPTANIOB, OOBIYHOM M 3JEKTPOHHOM MOYTHI U IIP.), KOTOPHIE YKa3aHbI B
JOKYMEHTaX, MOJy4YEeHHBIX HETIOCPEICTBEHHO B OaHKE.

11. ITomuauTe, yto B ciydae packpsitusi [IMH-koaa, nepcoHanbHbIX JaHHBIX,
yTpaTbl OaHKOBCKOM KapThl CYIIECTBYET PHUCK COBEPILCHUS HEMPaBOMEPHBIX
JENUCTBUN C JIEHEKHBIMHU CpeJICTBaMU Ha Barem GaHKOBCKOM cueTe CO CTOPOHBI
TPETHUX JIULI.

B cinydae ecmu umerorcs mnpeamnosioxkeHuss o packpeitun  [IMH-kona,
NEPCOHAJIBHBIX JTaHHBIX, IMO3BOJIIOIINX COBEPUIMTH HEIIPAaBOMEPHBIE NEHCTBHUS C
BamuMm 0aHKOBCKUM Cue€TOM, a TakKe eciu OaHKOBCKasl kapTa Oblua yTpaueHa,
HeoOxonumo HemeieHHo oOpatutbest B AO «bAHK OPEHBYPI» u cnenoBath
yKa3aHusIM CcOTpynHHMKa OaHka. J[o mMoMmeHTa oOpamienuss B OaHk Bbl Hecere
OTBETCTBEHHOCTh 33 PHUCK, CBSI3aHHBIA C HECAHKIMOHUPOBAHHBIM CIIHCAHHEM
JIEHEeXHBIX cpeAcTB ¢ Bamero OankoBckoro cuera. CoriacHo IIpaBuiam
MpeA0CcTaBIeHNss OaHKOBCKUX YCIYT JEHEXHbIE CPEICTBA, CIMCaHHbIE ¢ Bamero
OaHKOBCKOIO cyeTa B pe3yJbTaTe HECAaHKIMOHWPOBAHHOIO HCIOJIb30BAHMS
Bameii 6aHKOBCKOM KapThl 10 MOMEHTa yBEAOMJEHHMs 00 3ToM OaHKa, He
BO3MELIAIOTCS.

12. Jlng CHWXEHHsI pUCKA NPOBEICHUS MOLIEHHUYECKUX OIepaluid Ipu
MOCEUICHUH CTpaH C BBICOKMM YpPOBHEM MolleHHHu4ecTBa (cTpansl FOro-
Bocrounoii Azun, Abpuku, Jlatuackoit AmMepuku, Monnasus, Ykpauna, Typius,
CIIIA) ocoGeHHO THIATENBHO COOJIIOIANTE BCE MEPhl O€30MaCHOCTH, M3JI0’KEHHBIE
B nanHoi [lamsaTke.

13. PerynspHo noiryyaiTe BBITUCKH 10 Bamemy c4eTy U KOHTPOJIUPYHUTE BCE
onepauud. BoO3MOXHOCTH OMPOTECTOBATH OMNEPAIMI0 3aBUCUT OT TOro, Kak
ObicTpo BrI 3asBUM 00 3TOM B OaHK.

Pexomenaanuu npu coOBepuUICHUM ONepanuii
¢ 0aHKOBCKOM KapToil B 0aHKoOMaTe

1. OcyuiecTBisiiTe  omnepauMy ¢  UCHOJb30BaHWEM  OaHKOMATOB,
YCTAHOBJICHHBIX B 0€30MacHBIX MecTaX (Hampumep, B TOCYIapCTBEHHBIX
VUPEKICHUSAK, TMOAPA3ACICHUSIX OaHKOB, KPYMHBIX TOPTOBBIX KOMILICKCAX,
TOCTUHHUIIAX, a’POMNOpPTax M T.N.). PEKOMEHIyeTCsl BO3JEPKATHCS OT MOJYYCHHS
HaJIMYHBIX JICHS)KHBIX CPEACTB B TOPIOBO-CEPBUCHBIX OpPraHU3AIUSAX, KOTOPHIC
ITOMHMO TPOAAKH TOBAPOB 3aHUMAIOTCS OOHAIMYMBAHUEM JICHS)KHBIX CPE/ICTB.

2. He ucnone3yiite ycTpoiicTBa, KoTophsie TpeOytoT BBojma [IMH-komga ans
JO0CTyTIa B TIOMEIICHHE, TIC PACIIONIOXKEH OaHKOMAT.

3. B caydae ecinu mo6GiM30CTH OT OaHKOMAaTa HaXOIATCS TMOJAO03PUTEIbHBIC
IOCTOPOHHHE JIMIla, CJEAyeT BBIOpaTh OoJiee TOIXONAIIee BpeMs IS
UCIIOJIb30BaHUsI OaHKOMATa WIJIH BOCIIOIB30BATHCS IPYTUM OaHKOMATOM.



4. TIlepen wucnonb3oBaHWeM OaHKOMaTa OCMOTPUTE €ro Ha HaJIU4ue
JIOTIOJIHUTEIJIBHBIX YCTPOUCTB, HE COOTBETCTBYIOUIUX €r0 KOHCTPYKIMU. B ciiyuae
ecau  KJIaBuaTypa  WIM  KapTONPUEMHUK  OaHKoMara  00OpYJOBaHBI
MOJO3PUTEIBHBIMU  JIOMOJIHUTEIBHBIMU ~ YCTPOMCTBAMHU  (HAmpuMep, Haluyue
HEPOBHO YCTaHOBJIEHHOW KiaBuaTypsl Habopa I[IMH-koma), Bo3mepxkutech OT
WCIIOJTh30BaHUsI OAHKOBCKOW KapThl B JAaHHOM OaHKOMATe W COOOIIHUTE O CBOUX
MOIO3PCHUSX COTPYAHUKAM KPEIUTHON OpraHu3aliuy Mo Teie(oHy, yKa3aHHOMY
Ha OaHKOMaTe.

5. He npumensiite pu3nuecKkyro cuity, 4ToObl BCTABUTh OAHKOBCKYIO KapTy B
O0ankomat. Ecnu 0OaHKOBCKass KapTa HE BCTaBJSETCS, BO3IEPKUTECH OT
UCIIOJIb30BaHUS TAKOr0 OaHKOMATa.

6. HaoGupaiite [IMH-kon Ttakum oOpa3om, 4TOOBI JIIOAM, HAXOJISIIHECS B
HEMOCPEICTBEHHON OJIM30CTH, HE cMOriIM ero yBuaeth. [Ipu nadbope IIMH-kona
MIPUKPBIBATE KJIABUATYpPy PYKOI.

7. B ciydae eciu OaHKOMAar paboOTaeT HEKOPPEKTHO (HAMpPUMEP, AOJTOe
BpeMsl HaXOJUTCS B PEXKUME OXKHUIAHUS, CAMOIPOU3BOJIBHO TEpe3arpyxaercs),
CIEAYeT OTKa3aThbCsl OT MCIOJIb30BAHUSI TAKOrO0 OaHKOMAaTa, OTMEHUThH TEKYILYIO
omepalyio, HaKaB Ha KilaBUaTtype KHONKYy «OTMEHa», U JOXKIaThCs BO3BpaTa
OaHKOBCKOM KapThl.

8. Ilocne mosiyyeHUs HAJMYHBIX JICHEXKHBIX CPEACTB B OaHKOMAaTe CIEAyeT
nepecuuTarb 0AHKHOTHI OJUCTHO, YOSAUTHCS B TOM, UTO OaHKOBCKas KapTa Oblia
BO3BpallleHa 0aHKOMATOM, JTOK/IaThCs BbIIAYX KBUTAHIIMM TIPH €€ 3ampoce, 3aTeM
MOJIOKUTh WX B CYMKY (KOIIEJIEK, KAPMaH) U TOJBKO IOCJIE 3TOr0 OTXOJIUTH OT
OaHKoMmarTa.

9. Cnemyer coxpaHsATb paclieyaTaHHble OaHKOMATOM KBUTAHIIMHM IS
MOCJICAYIOIIEH CBEPKH YKa3aHHBIX B HUX CYMM C BBIIHCKON MO OaHKOBCKOMY
cuety. He BbIOpachiBaiiTe W HE OCTaBISHTE IUJIATEKHBIE JIOKYMEHTHI 10
omepalusM ¢ KapTo, Tak KaK Ha HUX MOXET OBbITh OTIEYaTaH MOJIHBIA HOMEpP
KapThl.

10. He npucnymmBaiTech K COBETaM TPETHUX JIML, a TAKKE HE IPUHUMANTE
MX MOMOUIb IPU NMPOBEACHUM Ollepaluii ¢ 0aHKOBCKOM KapToil B OaHKOMaTax.

11. Ecnu npu nmpoBefeHUU onepanuii ¢ 0aHKOBCKOM KapToil OaHKOMAaT He
BO3BpAIIACT KapTy, CJIEAyeT TMO3BOHUTh B KPEAUTHYIO OPraHU3alHUI0 IO
TenedoHy, yKazaHHOMY Ha OaHKoOMaTe, W OOBSCHUTH OOCTOSATEIIbCTBA
nmpousoleanero, a Takxke cienyer oopatutbcsi B AO «bAHK OPEHBYPI» u
CJIeIOBATh MHCTPYKIUSAM COTPYAHUKA OaHKa.

PexomeHnaanum npu ucnojib30BaHUuN 0AHKOBCKOM KAPThI
1Ji51 0e3HAJIUYHOH OIJIATHI TOBAPOB M YCJIYT

1. He ucnonb3yiite 6aHKOBCKHE KapThl B OPraHU3AIMIX TOPTOBIU U YCIYT,
HE BBI3BIBAIOIIUX JOBEPUSI.

2. TpeOyitTe poBeAcHUs onepaluii ¢ 6aHKOBCKOM KapToW ToJIbKO B Bariem
NPUCYTCTBUHU. DTO HEOOXOJUMO B MEISIX CHUXEHUS PUCKA HEMPaBOMEPHOTO
noytyueHust Bamumx nepcoHaibHBIX JJAHHBIX, YKa3aHHBIX Ha 0aHKOBCKOM KapTe.



3. Ilpu ucnonb3oBaHUM OAHKOBCKOM KapThl JJI OIJIAThl TOBAPOB U YCIyT
Kaccup 00s3aH MOTpeboBaTh OT Biajaeiblla OAHKOBCKOW KapThl MPEAOCTAaBUTH
nacnopt, noanucath 4ek win BBectu I[IMH-kon. Ilepen nabGopom IIMH-koma
cienyer yOeauTbcs B TOM, YTO JIIOAM, HAXOMAIIUECS B HEMOCPEACTBEHHOMN
o6muzoctu, He cmoryT ero yBuaeTb. [Ipum BBozme IIMH-koma Ha TepmmuHanme
oOpaTuTe BHMMAaHHE HA TO, YTOObI OH BBOJWJICS Ha CIELMAIIBHOM YCTPOWCTBE
(ITMH-nmane). He nonnasaiitech Ha npemyioxenue BBectu [TMH-kon nBaxasl Ha
paznuuHbIX ycTporcTBax. [lepeq TeM kak moJmucath 4eK, B 00s3aTeIbHOM
NopsAJIKE TPOBEpbTE CYMMY, YyKa3aHHyl0 B ueke. Ecau Bbsl oOHapyxuam
HETOYHOCTH B YKa3aHHOU MH(OpMAIU, OTKAKUTECh OT MPOCTABIICHUSI MOJITUCU U
MONIPOCHUTE CHIENIATh OTMEHY IPOBEICHHON OINEpPaLHH.

4. B ciayyae eciii mpu THOMbBITKE OIUIATHI 0AHKOBCKOM KapTOW MMella MECTO
«HEyCIelHas» Oomepanusa, CIEAYEeT COXPaHUTh OIUH DK3EMIUIAP BBIIAHHOIO
TEPMUHAIIOM 4Ye€Ka I IOCHEAYIOIIEH NPOBEPKM HA OTCYTCTBHE YKAa3aHHOU
OINE€palliy B BBIIUCKE MO OAHKOBCKOMY CYETY.

PexoMeHanuu nNpu coOBepuUICHUHU ONepanuil ¢ 0aHKOBCKOM
KapTou 4yepes cerb UHTEpHET, TEaedoH/pakc, mouty

1. He wucnons3yiite [IMH-koxg mpu 3aka3ze TOBAPOB W YCIYT 4YEpPE3 CETh
Nutepuer, a Takxe no Tesnedony/dakcy, noure.

2. He coo0OuaiiTe mnepcoHalbHbIE JaHHbIE WM HHPOPMALUIO O
OankoBckoii(om) kapte (cuere) uepe3 cerb Mutepuer, Hampumep I[INMH-xon,
napoiu JO0CTyna K pecypcaMm OaHKa, CpOK JIeHCTBUSL OaHKOBCKOW KapThl,
KPEAUTHBIEC TUMUTBL, ICTOPHIO OIlEpalliii, IEPCOHATIbHBIEC JAHHBIE.

3. C uenbro mpeaoTBpalleHUs] HEIPABOMEPHBIX JECHCTBUM MO CHATHUIO BCEH
CYMMBbI JICHEKHBIX CPEACTB C OAHKOBCKOTO CHETa PEKOMEHAYETCsS JI OIUIaThl
HNOKYNOK B ceTu HTepHeT HCHoib30BaTh OTACNIbHYI0 OAHKOBCKYIO KapTy C
MpeACNIbHBIM JIUMUTOM, MPEIHA3HAYCHHYIO TOJBKO MJis YKAa3aHHOW LENH U He
MO3BOJISIONLYI0 MPOBOAUTH C €€ HCIOJb30BAHWEM OINEpallMd B OPraHU3aLUsAX
TOPTOBJIM U YCIIYT.

4. Crnenyer mOnp30BaThCA HWHTEPHET-CAWTAMM TOJIBKO HW3BECTHBIX U
MIPOBEPEHHBIX OPTaHU3alMil TOpProBiu u ycuyr. [Ipm nmpoBeaenun onepanuii B
WNHTepHeT-MarasuHax NpoOKOHTPOJIUPYUTE, UYTO Mara3uH MMEET ONMyOJMKOBAHHbIE
o0s3aTeNnbCTBA MO 3alIUTE JAHHBIX KJIMEHTa, U HAa €ro cailTe MPUCYTCTBYIOT
KOHTAaKTHbIE JJaHHbIE opraHu3aiuu. [1o Bo3MOKHOCTH yOenuTech B PaBUIbHOCTH
ajpeca u TejeoHa, yKa3aHHBIX Ha caiTe.

5. Obs3arenbHO yOeauTeCh B MPaBUIBLHOCTH aJPECOB MHTEPHET-CAUTOB, K
KOTOPBIM TMOAKIIOYAETECh U HAa KOTOPBIX COOMpPAETECh COBEPUINTh MOKYIKHU, T.K.
MTOXO0XHUE aJpeca MOTYT MCIOJIb30BAThCS ISl OCYIIECTBJIEHMS] HENPABOMEPHBIX
JNEUCTBUM.

6. PexoMeHayeTcst coBepliath MOKYNKHA TOJIBKO CO CBOETO KOMIIBIOTEPA B
HEesIX COXpaHEHUs KOH(PUICHIMAIBHOCTH TEPCOHAJIBHBIX MJaHHBIX MW (WJIN)
uHpopManu 0 6aHKOBCKOM(0OM) KapTe (cuere).

B cnywae ecim TOKyIlKa COBEPIIAETCS C HCIOJb30BAHUEM YY>KOTO
KOMITBIOTEPA, HE PEKOMEHAYETCS COXpaHATh Ha HEM MEepCOHAIbHBbIE JAHHBIE U



ApYTy0 HH(pOpMaLMIO, a TIOCIE 3aBEpUICHHs] BCEX Ollepalii HyKHO yOeInuThbes,
YTO MEpPCOHANBHBIC JAHHBIE U JApyras HHPOpPMAIUs HE COXPAHUIUCH (BHOBB
3arpy3uB B Opay3epe web-cTpaHuIly MpoJaBlia, Ha KOTOPOH COBEpIIAIKChH
MOKYIIKH).

7. YcraHOBUTE Ha CBOW KOMIBIOTEP M PETYJSIPHO NPOBOAUTE OOHOBIIEHUE
AHTUBHUPYCHOI'O IMPOrPaMMHOIO OOECIEUEHHUs, a TaKXKe APYTHX HCIOJIb3YEMbIX
Bamu nporpamMMHBIX TOPOAYKTOB (ONEPAUMOHHOW CHCTEMBI W IPHUKIAJIHBIX
nporpamMMm). OTO MOXET 3allUTUTh Bac OT NPOHUKHOBEHMSI BPEIOHOCHOTO
IPOrPaMMHOT0 00€CIIEUEHMS.



